Army Support Activity (ASA)
Blackberry/Cell-Phone User Agreement


Reference:  AR 25-1 (Army Knowledge Management and Information Technology)

The purpose of this agreement is to outline the acceptable use of cell phones and blackberries within a DoD/Army organization.  These rules are in place to protect the employee and the organization.  Inappropriate use exposes DoD/Army units to risks including attacks, compromise of systems and services, and legal issues.  This agreement applies to all employees, contractors, consultants, temporary employees, and other workers assigned to ASA.

1.	Portable, mobile, cellular, and wireless telephones and devices.

	a.	Requirements.  These types of telephones will not be used in lieu of established “wired”
telephones.  These devices are to be used for official business and authorized use only and may 
be approved for handheld portable use and/or installed in Government vehicles.  Official use of 
these phones will be limited to requirements that cannot be satisfied by other available
telecommunications methods and are authorized when warranted by mission requirements, 
technical limitation, feasibility, or cost considerations.  Authorized personal use of cellular 
phones is subject to the same restrictions and prohibitions that apply to other communications 
systems.

	b.	Examples.  Examples of appropriate applications for these telephones are as follows:
	
		(1)	Emergency management and emergency restoration situations
		(2)	Specifically designated projects and/or mission-unique requirements (for example,
	work being performed in geographically remotes areas, or work when continuous 
	communication is required)
		(3)	Safety of personnel, unit, or organization security
		
	c.	Authorized use.  Authorized use includes brief communications made by DoD
employees while traveling on government business to notify family members of
transportation or schedule changes.  They also include personal communications from the DoD 
employee’s usual workplace that is most reasonably made while at the work place (such as 
checking in with spouse or minor children; scheduling doctor, auto, or home repair 
appointments; brief internet searches; emailing directions to visiting relatives).  Such communications may be permitted, provided they –

		(1)	Do not adversely affect the performance of official duties by the employee or the 
	employee’s organization.

		(2)	Are of reasonable duration (normally five minutes or less) and frequency (twice per 
	day), and, whenever possible, are made during the employee’s personal time, such as during 
	lunch, break, and other off-duty periods.

		(3)	Are not used for activities related to the operation of a private business enterprise.



		(4)	In the case of long distance calls, are —
			(a)	Charged to the employee’s home phone number or other non-Government 
		numbers (third party call).
			(b)	Made to a toll-free number
			(c)	Charged to the called party if a non-Government number (collect call)
			(d)	Charged to a personal telephone card

		(5)	Are of a legitimate public interest (such as keeping employees at their desks rather 
	than requiring the use of commercial systems; educating DoD employees on the use of 
	communications systems; improving the moral of employees stationed for extended periods 
	away from home; enhancing the professional skills of DoD employees; job searching in 
	response to Federal Government downsizing.

	d.	Telephone operations.  
		
		(1)	All users will use PIN numbers for user log-in to prevent security violations and 
	inappropriate use.

		(2)	All users will immediately report lost or stolen phones to the ASA Telephone 
	Control Officer so that service can be canceled or suspended to prevent illegal use/charges. 

		(3)	All users will avoid:
			(a)	Automatically forwarding office and residence phone calls to government 
		cellular phone numbers.
			(b)	Automatically forwarding cellular phone calls to office or residence phone 
		Numbers.
			(c)	Using a cell phone while operating a vehicle on a military installation unless a 
		hands-free device is used (exceptions include emergency responders).  Other cell phone
	 	usage restrictions may apply under state law in the U.S.
			(d)	Using cellular phones in geographic areas outside of the area of service 
		Coverage and where usage incurs roaming charges.
		
		(4)	All wireless communications devices used to transmit sensitive information must be 
		encrypted when connected to the installation network in accordance with AR 25-2

2.	Training

	a.	In accordance with the DoD Wireless and Blackberry STIG, all users must have training before using the following:

		(1)	SMS/Texting
		(2)	Blackberry Usage
		(3) 	Embedded Digital Camera

	
	b.	This training is located at the following FSH intranet website: https://portal.samh.army.mil/organizations/nec/ia/iapp/Pages/default.aspx  (In the bottom left corner of page, click on the “PED, PDA, Smartphone, and Digital Camera Training” link)

	c.	A copy of Training Certificate must be given to the Telephone Control Officer (TCO) prior to receiving a cell phone or blackberry.

Blackberry or Cell-Phone Data:
Blackberry/Cell-Phone Make/Model _____________   Serial ________________________
Blackberry/Cell-Phone Number: _______________

I, _______________, acknowledge receipt of the phone listed above and that I have read and understand the policy and guidelines concerning proper use of government issued Blackberries and Cell-phones.  I also acknowledge that I understand what constitutes improper use and that I am subject to possible disciplinary action if I violate those guidelines and/or policies. I agree to reimburse the Government if improper use is identified and the cost is assessed.
                     (Printed name of user)       _____________________
                                                                Unit/Section _________
                                                                Signature_________________________
  
                                                                Date________________

                        TCO Printed Name Curtis R. Blueitt
                        TCO Signature_______________________ Date________________
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