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Think before sending: Protecting Pl
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Pl s unigua nformaton about an individual not mlsazable to the public wethout tha written consent ¢f the indivedeal. Examples incfudes Social Securdy

numbers, dates of birth, marrtal status, race or financial information

By Ma). Brooke Brander

At Foice Space Command Public Affais

#ayne Amann

Aar Fance inbelligence Sunvelllance and Becomnaissance Agency Publc Altais
Leziie Finstein

S02nd Air Base Wing Public Affairs

N elwirk seenrity is more than just a bozewerd. IUis on fmporiant
ool e to secure ol just information related (0 nationil se-
curity but alse personal security. The Air Foree, Army and the entire
|]1|'|:|:-|.|‘I!I|I|-|:'|.l ol Defense l:nl:q- iniformidliog HECH Bt andd e praleds-
tiom ol personal information seriously.

As of October 20013, individuals who inappropriately store and
transmibl persanally Eentifiabde information over the Alr Force net-
work will have their accounis lecked in response o the vielation.

"We are laking several steps o improve notification and ropori-
imgg of PI incidents,” swid Gen. William L. 3helton, Air Force Space
Command eommander, My intent 5 (o increase awareness within
the Air Force as part of my responsibility to ensure the security
and defense of the AFNET and its usees, PH violations ereate hoth
prersanad amd operational risks for all of os.”

Arr Torea .":]:l.'u:l' Canmmand s the II1-'I.j1:II‘ iy nwpun:ﬂihlr
for Air Foree space and cyber operations. Cyber operations are
aorganizisd under 24100 Ale Foree, headgoartered at Jodm Base San

Antonio-Lackland.

Pl is any information about an individoal that can be wsed di-
rectly, or in conpection with other data, o identily, comtact or
loeate that person and can inelude such iInformaton ss: Tull name,
address, Seciil »ecurily auember, medical, cdocatienal, lnancial.
legal and emplovment records,

This information can come in any Torm such as hard copy or
elecironic records stored within data bases oF aceessible from ap-
plications on compulers, laptops and electronic devices (govern-
ment or private) such as Blackberries, smartphones®, eic,

The G8th Metwork Warfare Sguadron and 252nd Network War.
fare squadron on JBsA-Lackland, as the Cyberspace Defense Anal-
yais Weapon System, actively monitaers thes AFNET for PN breaches
amd violattons. When a PI breach s identifled, it B reporied o the
G2dih Operations Center, also on JESA-Lickland, amnd the Tocmal
reporiing process |s Inftlated,

The GEdth O, ms fhe Cyber Gomomand and Contrsl Mission Sys-
tem Weapon System, then reports the AFMNET PI breach to the 24th
Air Foree eonunander, which will result in locking the violator's AF-
SMET account and notiflcatbon to the individual’s wing commander,

“Heginning Ot 24, [2013]) we began locking oul the AFRET
account of individuals who were fousd (o be inappropriately trans-
mitting PI data vin the AFNET,” cxplained Ma), Gen. ). Kevin
MelLaughlin, 24th Ale Force and Alr Foree Cyber commander, ®A
vielator's mecount will only be unlecked omee the Grst O-6 i their
chain of command certifies that the individual has accomplished
all mecessary actions, to inelude remadinl triaining.”

[Mese pew actions are o additon o, and do noel elroomyvent
or replace, the normal Privacy Act notification process which is
already In place throughout the Adr Force. Alr Foree Instruction
13-332 governs the PI breach reporting process as owell as the
conscquences for PIF vielations,

A PII breach is deflined os a loss of contrel, compromise, wman-
thorized disclosure, unautharized acguisition, unauthorized access
ar mny similar term referring Ge situations where persons other
than awthorized vsers, and for an other than authorized purpose,
have access or potentiol aceess do P whether physical or eloe-
LFdie,

For those on the AFNET, JBSA fmllows the Air Force prodocols for
PI breaches, requiring individuais who lose network access as the
result of a broach (o reesive suthorization from o colonel in their
chaln of command to reactivate thelr acecount and o contact thelr
local imformation assurance office and cwstomer or client suppord
technician, sald Karen I ey, JBSA Froedom of Information Act and
Privacy Act allicer.

For IB5A personnel operating on the Army network, an indi-
vidunds wiil lemdership detormines whether their wser account s
disabled based on the initial assessment of the 1S, Armv Slgnal
Network Enterprise Center, said Jesus RosaVelez, NEC direcior
for JBSA

Further punitive aclieons against individuals responsible [or o
broach, ResaVele: continued, are based on the Gnalized report and
seriousness of the incldent.

e majority of FII breaches are dirocily the result of human
error either by the individual direcily or by seecond or third par-
tes, qaid RosaVeliez,

Simee his arrival st JBSA in May 2012, RosaVoles kniws ol tw
reparied alficial ineidenis on e _-‘l.r|'|::|.' nelwark heee,

There wis o unil that falled o set proper permissions on lolder
access on g sterage deive which eould bave potentially compro-

—
mised P data saved in those folders,

An individoal on the Armiy network here also onee aceidentally
forvwarded a secies of unencrypied smails conlaining social security
numbers b unkt disteibution Nzt emall addeess

HosaVielee stressad thal just becasse these are the only fwa he
knows of that does nod mean other incidents have not occurred,
Chher units may nol have reported incidents o the NEC which is
in violation of P paliey.

Uniits must report all suspected brsches,

“The less of PH can erode confidence in the abillty o protect
information, impact business praclices and can lead W0 major legal
action,” RosaVeler said,

Frey recommends personnel Kicked off the network Tor P vio-
latlons complete the online training course, the “Cyber Aswareness
Challenge.” I is an annual requircment for all federal, Departoonl
of Defense and intelligence community persomnel,

According w the Information Assurance Edwcation, Training and
Awvarenoss online training catalog, the 'CyberAwareness Challenge'
course oo serions game that simolates Bey decision poeints Chad
pmplovess make every day in the course af thelr dotbes that could
eithier probscl o compromise 11

The training can be found online al hibpafase disamileiadon-
line-catalog himl#inatraining

When working with P, personnel are urged to follow  these
COSITUTNONE S0 precaulicns:

& Do not transmit PH o or from personal o commercial emall
accounts unless a writlen consenl has been soubmitied by each
tndlividual reguesting their personal information be sent o their
parrsonal or commercial email account,

# Do not mall ar courler sensitive M on electranle removahble
midin unless the data is enerypled.

= Do nod beave P in unsecursd vehicles, anattended sworkspaces,
unsecure file drawers or in checked bagpgage.

= Doopod store o use FID on personal media,

* Reduce Social Securily number wsage within the Departmaent of
Defonse communigues and Hmit the use of the 553N In any form
Lincluding the last four digits) in addition (o subsiituting the user of
temtification numbers or any unigque [destifier whenevere possible,

= Newver include S5N(5) in a personnel roster or other decuments
when not necessary,  S5N(sE must never be posted on public fac-
ing wirbmites,

* Use only officially ssued forms by applicable serviee; especlally
those that collect P showuld include the Priviecy Act Stitemonl.

"One breach is oo many,” sald Maj, Gen, John Shanahan,
Air Foree Intelligence, Sorveillunes and Beconnpissamce Agomcy
commander. *A Pl breach BB oeither aceeptable nor excusable,
I ocomos down oo adhecing o well-established goidelines, rbes
and procodurss,”

IT you see w P breach. immediately notify your chain of com-
miamnd oF organization privacy acl mansgerimoniler

Commuanders, managers, supervisors steould ensure that every-
ope within their units are familiar with "personally identifiable
informatisn (pii} incident reporting and notification procedures.”

“The report of PI neldents fovolving actual or suspected
breachesfcompromises should be reported immediately: proferably
within one hour of discovery,” sald RosaVeles.

“Aceountability is the word of the day,” Shanahun suid. =1 expect
R TN in the |-.:|||:r|:|ri:-i|' i be accountable for |:||'-:r|_|:|'|;:il|g 111,
We nedd maximum emphasis on this becavse the downsides of a
hreackh are obvioms,”

HOW T PROTECT /SEND QUTSIDE OF AFMET
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encrypt indeadual decuments [Word, PPT, Exzed]
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Multiple methads o encrypt sengitive information exist and
are available for use, AFMet users can encrypt information
leasving the AFNet by using the AF Ressarch Lab's entryg
tron wizard, the encrypion capabilifies of Microzaft Oflice ar
by sending the documenis by mail.

U.S AND DOD GUIDANCE

w150 5520, The Privacy Acl of 1974

s AR 340-21, The Army Privacy Program

s AR 3R0-5, Department of the Aroy Information Securily
Program

e AFI 33-332, Alr Foree Privacy and Civil Lilserties Program
sMETCOM Regulation 25-56 2

sNETOOM Regulation 1901, Serlous Incident Keporiing
= B0 SN0 1 -, Depariment of Defense Privacy Program
Federal Infermation Processing Standards (FIPS) Publica-
tlon 199, SMandards for Security Calegorization of Federal
Information and Information Systems (hitpedesrenis Lgov!
pubicatin=TipsTips | PFIFS-PUB-199-linal. pd

=00 Foem 2930, Priviecy Impact Assessment (FIA]

s METOOM Form T#0-1-1. Serious Incident Report

=LL5 Army Hecords Managemsenl and Declassilication
Agency (HMDA) Privacy Office website (hitpsSvwwrmadi
armmy. milorganicstionipa.shiml)

Users al Joint Base San Antonio have multiple tools
at their disposal to pridect PH il encrypling e-mail is not
feasible and electronic ransmizsion of sensitive PI s
aperationally regquired. Users can leverage agproved
Department of Defensse sale G[ile ransfer systems,

Safe Access File Exchange - hitps2Ysafe amrdes.
army.milsale






