
 DISA has an official site to 
download user certificates, 
https://dod411.chamb.disa.mil 

 You WILL receive a WARN-
ING message if you click a 
SIPR hyperlink on a NIPR 
system.  This is not consid-
ered a spillage. 

 It IS a security violation if 
you connect any personal 
devices or flash media to a 
government computer.  NO 
IPADs, IPODs, IPhones, or 
Android Phones IAW DOD 
STIG and JBLM NEC re-
quirements.  See DISA 
STIGS, http://iase.disa.mil/
stigs/net_perimeter/
wireless/smartphone.html 
and AR 25-2 Section 4-5 

 All JBLM DPTMS  Basic Classi-
fication Marking Classes are 
cancelled until further notice.  

Army Certif icate of Networthiness (CoN) List 

What is the Army Certificate of Networthiness? What 
does this all mean--CoN, GOTS, NW, LWN, and CHESS?   
 
CoN List - Certificate of Networthiness (CoN) List  
GOTS - Government Off the Shelf 
NW - Networthiness 
LWN – LandWarNet 
CHESS – Computer Hardware, Enterprise Software and Solu-
tions  
 
    The Certificate of Networthiness (CoN) Program is a list of 
approved software identified by the Army for installation on LWN 
computers, IAW AR 25-1 paragraph 6-3(c).  This software and 
hardware list is on the Army's Networthiness Program website, 
Army Networthiness Program (AKO Login Required), https://
ako.us.army.mil/suite/grouppage/16220. It provides an 
overview This software/hardware is tested and approved after 
an established software testing process.  NW was developed in a 
proactive way to stop drive-by fielding of systems, and serve as 
a safety-net prior to anything connecting to the LWN.  It 
prevents products from causing damage or interoperability 
issues, manages and mitigates the risks to the LWN from 
numerous threats. 
 
   The current CoN Process has a 180-day turnaround following 
request submission.   Some prerequisites include hardware/
software from authorized Central Contractor Registered (CCR) 
manufacturers and vendors, all products and systems must 

  

      
     DISA released the latest BlackBerry Security Technical Imple-
mentation Guide (STIG), 30 Jan 2012, IAW DOD Directive 8500.1.  It 
incorporates the Department of Defense (DoD) requirement that all 
Information Assurance (IA) and IA-enabled Information Technology 
(IT) products be configured according to DOD-approved security 
guidelines. The updated STIG is comprised of BlackBerry security 
configuration, sanitization and disposal guideline documents.   It 
also provides security policy and configuration guidance on the DoD 
BlackBerry wireless email.  This STIG applies to all BlackBerry 
handheld devices with an OS of 5.0 or better, and BlackBerry 
Tablets with an OS of 1.x or greater.   Appendix B, BlackBerry Dis-
posal Procedures, BlackBerry Technology Overview Ver 2, Release 
1, provides a step-by-step procedure on BlackBerry sanitization 
and disposal.  Emphasis is placed on sanitizing the handheld Black-

Berry device(s) before transferring it from an old user to a 
new one, and prior to property disposal turn-in.  These dis-
posal procedures are only for devices that have NOT been 
involved in a classified incident.  All established BlackBerry 
device classified incident disposal procedures remain in 
effect. 
 
     The newly released BlackBerry STIG, Ver 2, Release Memo-
randum dated 30 Jan 2012 and BlackBerry STIG – Ver 2, 
Release 1 are found at http://iase.disa.mil/stigs/a-z.html. 
 
     Questions on the BlackBerry Disposal guide can be emailed 
to DISA FSO Support, fso_spt@disa.mil.  Local support ques-
tions can be submitted to JBLM NEC IA via Remedy.       

Special points of interest: 

  CoN List 

  BlackBerry Disposal 

 SIPRNet PKI  

  Phishing 
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support HBSS, all public/external facing servers, all IT 
software and hardware must be purchased from the Army 
CHESS site, and services must use IPv6 by end of FY 2012.  
Test or scan results are no longer required to submit a CoN 
request.  However, system scans are required before in-
stalling CoN Listed software or hardware on a networked 
system. Plan accordingly to prevent operational problems.      
     
   The Army Networthiness Program has taken a proactive 
approach to support the Army’s standard baseline goal.  
Army Enterprise License Agreements (EULA) is an example 
of this forward thinking.  An additional benefit of the Networ-
thiness program is that it saves IT dollars that can be spent 
more effectively elsewhere.  
 
     Questions about the CON process or tracking information 
can be sent to netcom.hq.networthiness@mail.mil.  Please 
allow 2 business days for response.  NETCOM also has a 
public SharePoint site that lists all CONs submitted.  The link 
is accessed from the Army Networthiness Program site. 
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 BlackBerry Disposal—For  B lack Be rrys  N O T  Inv o lv ed  in  a  C la ss i f ied  In c id en t 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

    JBLM Network Enterprise Center (NEC) is implementing a new 
secure, two-factor SIPRNet PKI authentication process on all 
SIPRNet systems, per DISA CIO Policy Memorandum.  It requires 
a hardware token, Personal Identification Number (PIN), and PKI 
certificate combination.  The Department of Defense (DoD) 
developed a separate hardware SIPRNet Token for secure log-in 
authentication and to ensure accountability.  It is a credit card-
sized smartcard, not an Identification (ID) or Common Access 
Card (CAC).  The token, unique PIN, and PKI certificates protect 
against unauthorized access to sensitive information.  They are 
also utilized to ensure data integrity and confidentiality.   
    PKI uses a set of hardware, software, people, policies, and 
procedures to create, use, manage, distribute, and revoke 
digital certificates.  The SIPRNet Hardware Token contains an 
individual’s unique PKI certificates for SIPRNet network logon, 
user authentication to networks and websites, and allow for 
secure e-mail.   The certificates on the token are issued by 
authorized National Security System (NSS) Certification Au-
thorities (CAs).  DoD and CNSS approved them for use on DoD 
SIPRNet systems and they are in compliance with DoD and CNSS 
regulations.   
    JBLM NEC is testing SIPR systems with the SIPRNET Hardware 
Token software and hardware configuration.  The NEC Trusted 
Agent (TA) will issue SIPRNet tokens to JBLM installation organi-
zations, once provisioning testing is completed.  Token Pick-up 
Appointments will be scheduled and announced at a later time.  
 

P u b l i c  K e y  I n f r a s t r u c t i o n  ( P K I )  C om e s  t o  J B L M ’ s  S e c r e t  I n t e r n e t  R ou t e r  P r o t o c o l   
N e t w or k  ( S I P R N e t )  

Network Enterprise Center 
 Amy Ridgeway, NEC Director 

JBLM NEC 
Bldg 4174 
Kaufman Avenue 
JBLM, WA   98433       
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NEC Incident Handling Team Email:   
JBLMNETCOMNECIncidentResponse@conus.army.mil 

IA Division Points of Contacts 
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  Articles coming in next issue:   
Got any ideas for articles you would like to see in 
the IA Newsletter?  Let us know!   
 
Please send suggestions to  
JBLMNETCOMNECIncidentResponse@conus.army.mil  

More detailed Information Assurance information can 
be found in these references: 

•DoD Directive 8500_1, Information Assurance (IA),10/24/2002 
•DODI 8520.02 PKI and PKI Enabling, Para 4 a-b; Para 1 c,  
    Enclosure3; May 24, 2011 
•DODI 8520.03 Identity Authentication for Information Systems,  
    2a; Para 1 and 7, Enclosure3; May 13, 2011 
•AR 25-1, Army Knowledge Mgt and IT,  para 6-3 
•AR 25-2, Army Regulation on Information Assurance 
•AR 700-142, Logistics-Type, Classification, Materiel Release,  
    Fielding, and Transfer 
•STIGs, http://iase.disa.mil/stigs/index.html 
•BlackBerry STIG - Version 2, Release 1, dated 30 Jan 12  
•BlackBerry STIG - Version 2, Release 1, Memo, dated 30 Jan 12  
•Army's Networthiness Program Site, https:// 
    ako.us.army.mil/suite/grouppage/16220  
•Army’s Chess Site, https://chess.army.mil/ 
•RCERT-CONUS Phishing Protection Information,  
    https://www.rcert-c.army.mil/phishing.htm 
•DISA Phishing brochure, http://iase.disa.mil/eta/ 
    downloads/pdf/unclass-phishing_brochure.pdf  
•New DISA Phishing Awareness Trng, Phishing Awareness   
    (version 2.0),[posted May 7, 2012], http:// 
    iase.disa.mil/eta/phishing/Phishing/ 
•The Fight Against Phishing:  44 Ways to Protect Yourself,  
    http://www.focus.com/fyi/44-ways-protect-phishing/ 

 
NEXT SCHEDULED MONTHLY  

IASO MEETING —  June 20, 2012  

JBLM NEC IA NEWSLETTER 

IA Reference Material  

Come join us in the IA Forum!  (Restricted to IASOs and IAMs, and must be invited). 
 https://www.milsuite.mil/book/groups/jblm-community-ia-forum?view=overview. 
 
Incident Response Team: (Restricted to IASOs and IAMs, and must be invited).  
https://www.milsuite.mil/book/groups/jblm-nec-ir-team 

     Scam and phishing emails appear to come from a trustworthy source, 
adding enough legitimate wording that tricks the individual into following 
links, filling out forms, or performing other requests.  They contain 
embedded web links that access sites and can include bogus survey 
requests, spoofed banking sites, or dire warnings that must be responded 
to immediately.  If you receive a suspicious email and suspect it is a 
phishing or spam attempt, do not reply to it.  Follow your command 
reporting procedures, and notify your local information assurance re-
sponse team, JBLMNETCOMNECIncidentResponse@conus.army.mil.  
      The RCERT-CONUS Phishing Protection web site, Defense Information 
Systems Agency (DISA) and Ziff-Davis IT Security’s “Gone Phishing” article 
identify some dead giveaways that an email is bogus — or phishing to 
steal your identity: 

Keep your eyes open: Spam email is littered with grammatical            
errors, generally not personalized, and usually has either some link or a 
suspicious attachment. RECOGNIZE and report them as spam. 

Watch for common phishing phrases and content.  Is the email 
asking you to "verify your account" or "update your information"?  Does the 
email have a generic greeting such as "Dear AKO User" or "Dear Cus-
tomer"?  Does it promise something too good to be true?  Does it ask you to 
"click here to activate your account" or threaten to cancel your account? 
These kinds of statements and emails are very common to phishing scams - 
be suspicious! 

Phishers may forge the yellow lock normally seen near the bottom 
of your screen on a secure site. The lock is considered an indicator that you 
are visiting a "safe" site. It displays the security certificate for the site 
when double clicked. If you get any warnings displayed that the address of 
the site you have displayed does not match the certificate, do not continue. 

Phishing and Spam Scams - The Hook, Lure, Catch, Spear Phishing, Whaling - Characteristics of Phishing 

INFOCON LEVEL 3 

UNCLASSIFIED//FOUO 

UNCLASSIFIED//FOUO 

     The SIPRNET Token benefits outweigh previous SIPRNet authen-
tication methods: 
 Better security: Two-factor authentication provides  

  more security than username and password  
  implementations.  

 Strong Identification: Certificate-based authentication  
  enables proper auditing in the event of leakage or  
  spillage.  

 Removes anonymity from the SIPRNet. 
 User friendly: Authentication is done with the combina- 

  tion of the SIPRNet Token and an 8-12 character Per- 
  sonal Identification Number (PIN).   

 No more need to memorize difficult 15-character pass-   
  words. 

 Portability: Users can easily carry their credentials  
  between locations. 

What Not to Do With Token: 
 Do NOT insert in unclassified card reader on an unclas-     
             sified system. 
 Never leave inserted in a SIPRNet workstation unattended. 
 Do NOT share SIPRNet Token with anyone else. 

 
If you have any issues with the token, contact the TA who issued 
your token, LRA or the Army RA.  
 
Help Desk Support, between 0800 and 1700, ET:   
ArmyRA@hqda-s.army.smil.mil 
Lesa Long – 703-545-1640; lesa.a.long.ctr@mail.mil 
Tijuana Ward – 703-545-1049; tijuana.l.ward.ctr@mail.mil  
Eryn James - 703-545-1678; eryn.n.james.ctr@mail.mil  
DSN: (312) 865- 

     Phishing is a scam and is considered a criminal activity.  It is 
also considered social engineering, 
another way to deceive people into 
disclosing personal information.  Unso-
licited email messages, unrequested 
web site pop-ups are all indicators of 
phishing scams.  Unscrupulous individu-
als also use spam emails as a part of 
their arsenal for data gathering.  Identity thieves use this infor-
mation to make fraudulent purchases or quickly drain bank 
accounts before the user can prevent it.  DoD users are often 
targeted for sensitive information which can lead to compromis-
ing military systems and operations that risk soldiers’ lives. 
                     Phishing Characteristics: 
The Hook-a malicious web site designed to look like a legitimate 
site. 
Lure-email message delivering an enticing request, inviting the 
recipient to click an embedded hyperlink to a uniform resource 
locator (URL) masking a spoofed legitimate web site. 
Catch-phishing message originator uses previously  collected 
information to impersonate the victim and perform illegal finan-
cial transactions.  
Whaling-a spear phishing attempt on Senior Executives/
Leadership (i.e. the big fish) 
 Spear Phishing-email message that targets specific organiza-
tions or users seeking unauthorized confidential data access.  
These are organized attempts to gain financial or national secu-
rity access. 

https://www.milsuite.mil/book/groups/jblm-community-ia-forum?view=overview�
https://www.milsuite.mil/book/groups/jblm-nec-ir-team�
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